Accurate interpretations and comparisons of record linkage results across jurisdictions require valid and reliable matching methods. We compared existing matching methods used by 6 US state and local health departments (Houston, Texas; Louisiana; Michigan; New York, New York; North Dakota; and Wisconsin) to link human immunodeficiency virus and viral hepatitis surveillance data with a 14-key automated, hierarchical deterministic matching method. Applicable years of study varied by disease and jurisdiction, ranging from 1979 to 2016. We calculated percentage agreement and Cohen's κ coefficient to compare the matching methods used within each jurisdiction. We calculated sensitivity, specificity, and positive predictive value for each matching method, as compared with a new standard that included manual review of discrepant cases. Agreement between the existing matching method and the deterministic matching method was 99.6% or higher in all jurisdictions; Cohen's κ values ranged from 0.87 to 0.98. The sensitivity of the deterministic matching method ranged from 97.4% to 100% in the 6 jurisdictions; specificity ranged from 99.7% to 100%; and positive predictive value ranged from 97.4% to 100%. Although no gold standard exists, prior assessments of existing methods and review of discrepant classifications suggest good accuracy and reliability of our deterministic matching method, with the advantage that our method reduces the need for manual review and allows for standard comparisons across jurisdictions when linking human immunodeficiency virus and viral hepatitis data. coinfection; hepatitis B; hepatitis C; human immunodeficiency virus; medical record linkage; public health surveillance Abbreviations: CI, confidence interval; DOB, date of birth; HIV, human immunodeficiency virus; M1, existing matching methods; M2, deterministic matching method; PPV, positive predictive value.
In the United States, data collection systems used by public health departments for conducting disease surveillance vary within and across jurisdictions. Despite these differences, public health planning bodies need to analyze the epidemiology of comorbidity. Understanding the risk factors associated with 2 or more comorbid conditions can help guide planning programs in improving outcomes and optimizing public health action. Frequent challenges in attempts to link data sets include the lack of unique identifiers for matching records and unique identifiers that are prone to error or are not routinely collected (1, 2) .
Three types of matching methods are available: manual, deterministic, and probabilistic (2) (3) (4) (5) . The methods are flexible and can be tailored on the basis of the variables collected in the data sets being linked (6) . Manual methods rely on human judgement to determine whether records in 2 or more data sets are the same (3) . Deterministic matching methods use shared keys (e.g., last name and date of birth (DOB)) to combine information if the records agree on the key(s) (5, 7) . Records that are not linked can undergo further evaluation through manual review. Inherent challenges to deterministic linkages in deciphering this information include typographical errors, aliases, transposed Social Security number digits, address changes, and missing values (2, 6, 7) . Deterministic matching methods do not account for chance agreement of linkage keys (6) . In probabilistic matching methods, a combination of multiple variables is used to estimate the likelihood that 2 records are a match by using the probability of agreement or disagreement (8) . With probabilistic matching methods, the user must decide which linkages are considered true matches by examining the probability score and potentially performing an additional manual review. Often the user will determine a cutoff probability score value above which all records will be considered true matches, a cutoff probability score value below which all records will be considered nonmatches, and a range of probability scores for which the records will be manually reviewed on an individual basis to determine whether the linkages are considered true matches (2, 7) . Because health departments often use the results of linkages for public health action directed towards specific individuals, manual review is often used to confirm that a given linkage represents a true match.
The flexibility of deterministic and probabilistic matching methods allows for development of customized solutions for linking different data sets. However, the number of options to investigate for maximizing linkage success might be overwhelming to a health department that must routinely link health data from different data systems. Development of a valid, reliable, and accurate matching method that limits manual review and can be used across or within health departments to link 2 different data sets would be useful, allowing for standard comparisons.
We compared existing matching methods used by 6 US state and local health departments for linking human immunodeficiency virus (HIV) surveillance data with hepatitis B or hepatitis C surveillance data (which are among US nationally notifiable conditions (9)) with a new 14-key automated, hierarchical deterministic matching method (hereinafter called the deterministic matching method). We assessed the agreement of coinfection classifications between existing matching methods (M1) and the deterministic matching method (M2) and compared the sensitivity, specificity, and positive predictive value (PPV) of the 2 matching methods for each site.
METHODS

Study population and data sources
Data for this study included information regarding persons with diagnosed HIV infection reported to the HIV surveillance systems of 6 participating US jurisdictions (Houston, Texas; Louisiana; Michigan; New York, New York; North Dakota; and Wisconsin) and information about persons with diagnosed hepatitis B or C virus infection reported to the viral hepatitis surveillance systems of the same participating jurisdictions. The number of records, diagnostic years, and conditions included were determined by individual jurisdictions, with variations across jurisdictions (Table 1) .
Matching algorithms
All 6 jurisdictions linked their HIV and viral hepatitis data by using both their existing probabilistic-based matching method and the deterministic matching method.
Existing matching methods. Houston, Texas.
Houston uses the open-source software The Link King, version 7.1 (Camelot Consulting, Olympia, Washington), for matching. The software incorporates both probabilistic and deterministic matching methods and requires a Base SAS (SAS Institute, Inc., Cary, North Carolina) software license. The variables used in matching are first name, middle name, last name, DOB, sex, and race/ethnicity. No blocking variables (i.e., variables used to restrict record comparisons to those in which the values agree between the data sets) are used. Of the 6 matching certainty levels assigned by the software on the basis of the probabilistic score and deterministic matching component, all records with a matching certainty level of 1-4 (1 = highest possible, 2 = very high, 3 = high, and 4 = (Table 2) , and a probabilistic match, employing Registry Plus Link Plus software, version 2.0 (Centers for Disease Control and Prevention, Atlanta, Georgia), among the unmatched records from their deterministic match (10) . The variables used in the probabilistic match are first name, last name, and DOB. First name is also used as a blocking variable. The HIV data set includes more than 1 record per person if multiple name combinations or aliases are reported. All records with a probabilistic score of 10 or more are manually reviewed for selection of potential matches. In Link Plus, the probabilistic score is calculated as the sum of the agreement and disagreement weights from each matching variable (10) . Additional variables used to aid manual review are current gender identity, address, middle initial, and name suffix.
Michigan. Michigan uses Link Plus software, version 2.0, with first name, last name, and DOB as the matching variables (10) . First name and last name are used as blocking variables. All records with a probabilistic score of 10 or more are manually reviewed for selection of potential matches. Additional variables used to aid manual review are sex, race, ethnicity, and address.
New York, New York. New York City uses either a 36-key hierarchical deterministic matching method or a probabilistic matching method for routine matches, depending on the data sets being matched. Probabilistic matching, used as the existing matching method in this analysis, is carried out using Link Plus software, version 3.0 (10). The matching variables are first name, last name, and DOB, and all 3 variables are also used as blocking variables. The HIV data set includes more than 1 record per person if multiple name combinations or aliases are reported. All records with a probabilistic score of 10 or more are manually reviewed for selection of potential matches. Additional variables used to aid manual review are sex, race, address, Social Security number, and dates of laboratory tests.
North Dakota. North Dakota uses an integrated surveillance system, the Maven Disease Surveillance and Outbreak System (Conduent, Inc., Dallas, Texas), which includes an automated process for individual-level de-duplication across all reported conditions by employing a combination of name, DOB, address, and other demographic factors (11) . All conditions (e.g., HIV or acute hepatitis B) associated with the same person are assigned the same unique individual identifier. The unique individual identifier is used to identify viral hepatitis coinfections among persons with diagnosed HIV infection.
Wisconsin. Wisconsin uses Link Plus software, version 2.0 (10). The matching variables are first name, last name, and DOB; DOB is also used as a blocking variable. The HIV data set includes more than 1 record per person if multiple name combinations or aliases are reported. All records with a probabilistic score of 10 or more are manually reviewed for selection of potential matches. Additional variables used for manual review include sex, race, address, and middle initial.
Deterministic matching method. The same data sets were linked again through the use of an automated SAS program we developed to conduct the hierarchical deterministic match. If multiple values were reported for an identifier (e.g., a person with 2 different reported surnames), the SAS program created multiple records per person to match on all combinations of reported identifiers. Initially, we used the 14 keys and the additional criteria for keys 8-14 described by Drobnik et al. (4) (Table 3) . However, when we manually reviewed persons with discrepant results between M1 and M2, we identified multiple false matches on keys 10, 12, 13, and 14 (data not presented). Therefore, we modified those keys (Table 3) to minimize false matches. The keys were defined in order, with key 1 being the strictest and key 14 being the least strict. Because the keys were developed with minimal manual review in mind, 3 additional criteria were applied to all matches on keys 8-14 to minimize the potential for false matches, because these keys were less strict than the first 7 keys.
Each record in the HIV data set was compared against each record in the hepatitis data set on all 14 keys, and the match on the strictest key number (i.e., the lowest key number value) was selected for each person. When multiple persons from 1 data set matched to a single record in the other data set, the SAS program automatically created a Microsoft Excel (Microsoft Corporation, Redmond, Washington) file for manual review, putting each set of one-to-many matches into groups. Jurisdictions used the matching variables to manually review all records and select a single match for each group. If a match was not identified under any of the 14 keys, that person was classified as a nonmatch.
Data analyses
For each matching method (M1 and M2), persons with diagnosed HIV infection were classified as either coinfected or not coinfected with a viral hepatitis condition. We compared a The Louisiana Department of Health's existing matching methods used a combination of a deterministic match in SAS (SAS Institute, Inc., Cary, North Carolina) with the 6 keys described in this table and a probabilistic match obtained using Link Plus software (version 2.0; Centers for Disease Control and Prevention, Atlanta, Georgia) among the unmatched records from the deterministic match.
b Soundex is a SAS function that creates a code comprised of a letter followed by 3 numerical digits determined by a phonetic coding system for indexing names by sound.
c Full last name from the viral hepatitis data set; segment of the last name from the HIV data set of the same length as the full last name from the viral hepatitis data set.
coinfection classifications between M1 and M2 for each person with diagnosed HIV infection and calculated agreement percentages. We calculated Cohen's κ coefficient for each jurisdiction to measure the agreement between the 2 matching methods because that method takes into account the possibility of agreement occurring by chance (12) . Table 1 for details. d Fourteen keys and the additional criteria described in the paper by Drobnik et al. (4) . e We revised keys 10, 12, 13, and 14 for our analysis to minimize false matches we identified when we manually reviewed persons with discrepant results between the deterministic matching method by using the initial keys and the existing matching methods (i.e., identified as coinfected by 1 matching method but not the other). Data are not presented for matches identified by using the initial keys.
f Keys were defined in order, with key 1 being the strictest and key 14 being the least strict. Results are summarized according to the strictest key number (i.e., lowest key number value) that identified the coinfected person.
g If records matched on this key, 3 additional criteria had to be met in order for records be considered a match: 1. The value for sex had to be same in both data sets or the full DOB and digits 1-4 and 6-9 of the SSN had to be the same in both data sets.
2. The first name in the HIV data set was not among the 20 most common names in the HIV data set for the jurisdiction.
3. The last name in the HIV data set was not among the 20 most common names in the HIV data set for the jurisdiction.
To evaluate the performance characteristics (sensitivity, specificity, and PPV) of each method, we assumed that persons were truly coinfected if they were classified as coinfected by both matching methods (M1+ and M2+); we assumed persons to be truly not coinfected if they were classified not coinfected by both methods (M1− and M2−). We manually reviewed all persons among whom M1 and M2 produced discrepant classifications (n = 923) and classified each person as coinfected or not coinfected on the basis of that review. By using these classifications, we created a new standard; persons were defined as coinfected by the new standard if the person was classified as coinfected by both matching methods (M1+ and M2+) or were classified as coinfected by means of manual review (i.e., NS+ = (M1+ ∩ M2+) ∪ R+, where NS+ represents persons defined as coinfected by the new standard (NS) and R+ represents persons classified as coinfected by manual review (R)); all other persons were defined as not coinfected by the new standard. We also created 2 separate 2-by-2 tables (M1 vs. new standard and M2 vs. new standard) and estimated the performance characteristics of identifying viral hepatitis coinfections among persons with diagnosed HIV infection for each matching method.
RESULTS
Matching keys
A total of 20,793 persons coinfected with HIV and viral hepatitis were identified using the final matching keys of the deterministic matching method (Table 3) . Although 1 or more keys can identify each coinfected person, we summarized the results according to the strictest key number that identified the coinfected person. When summarized by the strictest key number that identified the coinfected person, the majority of matches were identified on key 1 (n = 18,938 matches; 91.1%); the second-greatest proportion of matches was identified by key 5 (n = 485; 2.3%); and the third-greatest proportion of matches was identified on key 10 (n = 354; 1.7%). No coinfected persons were identified with a strictest number of key 4.
Agreement between matching methods
The number and percentage of persons coinfected with HIV and viral hepatitis identified varied by matching method and jurisdiction (Table 4) . Agreement in the designation of persons as coinfected and not coinfected between the existing matching method in the jurisdiction and the deterministic matching method was 99.6% or more in all jurisdictions. Cohen's κ values ranged from 0.87 (95% confidence interval (CI): 0.84, 0.90) in Michigan to 0.98 (95% CI: 0.98, 0.98) in New York City and 0.98 (95% CI: 0.97, 1.00) in Wisconsin.
Performance characteristics of matching methods
The sensitivities of the existing matching method in each jurisdiction and the deterministic matching method were over 80% in all jurisdictions (Table 5 ). In 3 jurisdictions (Houston, Michigan, and Wisconsin), the sensitivity of the deterministic matching method was greater than the sensitivity of the existing matching method. In Michigan, the sensitivity of the deterministic matching method was 17.6 percentage points higher than that of the existing matching method. The sensitivity of the deterministic matching method was slightly lower than that of the existing matching method in Louisiana (0.6 percentage points), New York City (2.6 percentage points), and North Dakota (1.3 percentage points) .
The specificities of the existing matching method in each jurisdiction and the deterministic matching method were over 99% in all jurisdictions. The specificity of the existing matching method was greater than 99.9% in Louisiana and 100% in the remaining 5 jurisdictions, and the specificity of the deterministic matching method was 100% in Houston, greater than 99.9% in 3 jurisdictions (Louisiana, Michigan, and Wisconsin), 99.9% in New York City, and 99.7% in North Dakota.
The PPVs of the existing matching method in each jurisdiction and the deterministic matching method were over 97% in all jurisdictions. The PPV of the deterministic matching method was 1.4 percentage points higher in Louisiana than that of the existing matching method. No difference was identified between Table 1 ).
the PPVs of the deterministic matching method and the existing matching method in Houston. The PPV of the deterministic matching method was slightly lower than that of the existing matching method in Michigan (1.8 percentage points), New York City (1.2 percentage points), North Dakota (2.6 percentage points), and Wisconsin (1.0 percentage points).
DISCUSSION
Data linkage is a principal tool used in combining patient information across surveillance databases for analysis. Highquality matching methods are needed, especially when a unique identifier is missing in either data set. We report here on an automated, deterministic method for linking HIV and viral hepatitis surveillance data sets, for which the resulting agreement was almost perfect in comparison with the existing matching methods in all 6 jurisdictions (13). In addition, the sensitivity, specificity, and PPV of the deterministic matching method were high in all 6 jurisdictions.
The error rate of record linkage largely depends on errors in linkage variables, the discrimination power of identifiers, and file size (14) . Underidentification of true matches is a common problem for simple (i.e., a single set of variables) deterministic linkages, which do not allow variance in the matching variables (15) . For example, any differences in a person's name, even by 1 letter, result in nonmatches. Moore et al. (16) compared a probabilistic matching method with a simple deterministic method (exact match on first name, last name, DOB, and sex) by linking a cohort of gay and bisexual men with a statewide hospital registry. The specificity of the simple deterministic method was slightly higher (100%) than that of the probabilistic method (99.6%), but the sensitivity of the deterministic method was significantly lower (34.7%) than that of the probabilistic method (99.5%) (16) .
When limited errors exist within data sets being linked, a modified deterministic method with more match criteria has been reported to improve the match rate, as compared with simple deterministic linkage (17). Karmel et al. (15) used a stepwise deterministic record linkage algorithm to increase the number of matches identified, in comparison with simple deterministic matching. We created 14 keys in our deterministic matching method by using different combinations of all or part of the values from the first name, last name, DOB, and Social Security number. We applied additional criteria to matches identified on 7 keys to minimize false matches. Our method allowed for variations in the values of the matching variables, which might explain our method's high performance characteristics.
Studies have documented better performance of probabilistic matching methods, as compared with deterministic matching methods (18) (19) (20) (21) . However, when data quality is high (<5% error rate), the performance characteristics of the 2 methods are similar, and deterministic matching methods might be more efficient (i.e., require less time) (2) . The quality of the values used for identifiers in our analysis was high. The majority of matches were identified on the strictest key, key 1 (91.1%), which reflects records that matched on full last name, the first 6 letters of the first name, and the full DOB. Additionally, the large number of records identified on key 1 might be related to the HIV surveillance systems in the participating jurisdictions having captured all reported variations of patient name and DOB and the deterministic matching method having created records for all possible variations of the reported information. Even though 88.8% of the matches were from New York City, more than 90% of matches in each jurisdiction were identified on key 1. The deterministic matching method improved efficiency in some jurisdictions by decreasing the amount of time spent on manual review. In 3 jurisdictions where the existing matching methods involve extensive manual review (Louisiana, Michigan, and Wisconsin), the jurisdictions reported that the deterministic matching method took less time to complete than their existing matching methods.
The sensitivities of the existing matching methods varied in our analysis from 80.6% to 100%. Each jurisdiction can choose which performance characteristics to maximize when developing its own matching method. For example, Michigan's existing matching method is designed to avoid classifying a person as coinfected in error, which resulted in lower sensitivity. a Existing matching methods that health departments in each jurisdiction had been using to link their surveillance data (M1).
b An automated SAS program (SAS Institute, Inc., Cary, North Carolina) used to link records on the 14 final matching keys (M2; see also Table 3 ).
c Persons classified as coinfected by both matching methods (M1+ and M2+) were assumed to be truly coinfected, and persons classified as not coinfected by both methods (M1− and M2−) were assumed to be truly not coinfected. We manually reviewed findings on all persons for whom M1 and M2 produced discrepant classifications and classified each person as coinfected or not coinfected on the basis of manual review. By using these classifications, we created a new standard; persons were defined as coinfected by the new standard if the person was classified as coinfected by both matching methods (M1+ and M2+) or classified as coinfected by manual review (i.e., NS+ = (M1+ ∩ M2+) ∪ R+, where NS+ represents persons defined as coinfected by the new standard (NS) and R+ represents persons classified as coinfected by manual review (R)); all other persons were defined as not coinfected by the new standard. Two separate 2-by-2 tables were created (M1 vs. new standard and M2 vs. new standard), and we estimated the sensitivity, specificity, and PPV of identification of viral hepatitis coinfections among persons with diagnosed HIV infection for each matching method.
d Years covered by the data varied by disease and jurisdiction. See Table 1 for details.
Variation in the existing matching methods used might explain why the performance characteristics of the existing matching method were slightly higher in some jurisdictions in comparison with the deterministic matching method, while in other jurisdictions the performance characteristics of the deterministic matching method were higher in comparison with the existing matching methods. When interpreting results from linked data sets across jurisdictions, we believe that differences can be introduced when jurisdictions use their own matching methods with different performance characteristics. Use of a standard matching method, such as our deterministic matching method, will improve comparability of results because it eliminates any differences that might be introduced by using different matching methods.
Our analysis had certain limitations. First, the new standard depends in part on the separate classifications obtained from the 2 methods being evaluated. Although we used a third method (manual review) to resolve classifications when the 2 matching methods provided discrepant results, the large number of records prohibited manual review of all records. However, as a sensitivity analysis, we made plausible, data-based assumptions regarding the very low likelihood that truly coinfected persons would be classified by both M1 and M2 as not coinfected. On the basis of those assumptions, we approximated the number of such persons in each jurisdiction, revised the 2-by-2 tables, recomputed the performance characteristics for M1 and M2, and assessed how our measures of sensitivity, specificity, and PPV might have been affected by manually reviewing only those records with discrepant classifications. For all jurisdictions, the recomputed sensitivity of M1 and M2 changed by less than 2.1 percentage points; the recomputed specificity of M1 and M2 changed by less than 0.001 percentage points; and the revisions did not affect the direction of the comparisons of the performance characteristics between the existing and deterministic matching methods. This finding indicates that using the new standard to estimate the performance characteristics for M1 and M2 is sufficient to produce accurate comparisons for our analysis.
Second, the deterministic matching method was tested among 6 volunteer jurisdictions, and the results might not be generalizable to other jurisdictions. However, the 6 jurisdictions that participated represent a wide range of disease morbidity levels; they also varied in terms of completeness of values for certain matching keys (e.g., Social Security number); and the performance characteristics were high in all jurisdictions despite variability in data quality.
Third, the performance of the deterministic matching method observed in our analysis might not be generalizable to linking data sets for other reportable conditions. However, if completeness of the values for the variables used in the matching keys in the data sets of the new conditions being linked are similar to the data sets used in our analysis, our deterministic matching method would probably perform well for linking other conditions. Louisiana validated the deterministic matching method for linking their HIV surveillance data with 4 other data sets (CAREWare (HIV/AIDS Bureau, Health Resources and Services Administration, US Department of Health and Human Services, Washington, DC), sexually transmitted diseases, state vital statistics, and Medicaid); the performance characteristics of the deterministic matching method were similar to their existing matching methods for these additional data sets.
Fourth, although our deterministic matching method has been demonstrated to be a robust method for record linkage between large surveillance data sets, errors in interpreting coinfection characteristics might arise when records from the same person do not link correctly or when unrelated records are mistakenly linked. This might be more problematic if the linkage errors are associated with certain populations (e.g., women (22) , seniors (22, 23) , ethnic minorities (22) (23) (24) , geographic sites (25) , and persons of lower socioeconomic status (25) ). We did not examine whether record linkage errors in our analysis were associated with certain populations. Recognizing the impact of linkage quality on research outcome might help avoid misinterpretation of results.
Fifth, because of the necessity to maintain the privacy of the personal identifiers used as part of the matching keys, all linkages were conducted within state and local health departments in accordance with their local data security and confidentiality policies. The use of personal identifiers in the matching keys could limit the application of our deterministic matching method by other organizations. An advantage of our deterministic matching method is that the matching keys could be converted to encrypted hash codes to further protect privacy. However, the creation of encrypted hash codes was not explored in our analysis (26) .
Although no gold standard exists, prior assessments of existing methods and review of discrepant classifications suggest good accuracy and reliability of our deterministic matching method, with the advantage that our deterministic matching method reduces the need for manual review and allows for standard comparisons across jurisdictions when linking HIV and viral hepatitis data sets. Louisiana, Michigan, and Wisconsin have adopted, and Houston is planning to adopt, our deterministic matching method for linking HIV, viral hepatitis, and other select data sets as their standard method. Based on the results of this project, New York City is evaluating whether to modify any of their current matching methods. Because North Dakota has an integrated disease surveillance system which includes an automated process for individual-level de-duplication across all reported conditions, a separate matching method outside of the surveillance system is not required on a routine basis. Before employing our deterministic matching method, other jurisdictions should evaluate our method against their existing matching method. Further work is needed to validate how well our method works for linking other data sets. By using our deterministic matching method, health departments can analyze the epidemiology of HIV and viral hepatitis coinfections with a consistent and perhaps more efficient method.
